EAST Search History 



Ref 

# 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


SI 


4660 


(mail or e$$mail) near4 complet$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:43 


S2 


156 


(mail or e$$mail) near4 complet$3 
near4 automatic$5 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:41 


S3 


11 


S2 and (designat$3 near4 recipient) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:41 


S4 


2794 


(mail or e$$mail) and (notif$6 near4 
complet$3) 

■ 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 

• 


ON 


2007/03/10 13:44 


S5 


42 


(mail or e$$mail) and (respon$3 
near4 notif$6 near4 complet$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:44 


S6 


3 


(mail or e$$mail) and (respon$3 
near4 notif$6 near4 complet$3) and 
desiqnat$3 and recipient 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:48 


S7 


2125 


(mail or e$$mail) and (complet$3 
near4 button) 

« 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:48 


S8 


82 


(mail or e$$mail) and (complet$3 
near4 button) and (designat$3 
near4 recipient) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:49 


S9 


0 


(mail or e$$mail) and (notif$6 near4 

complet$3 near4 button) and 

(desiqnat$3 near4 recipient) 

• 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:49 


S10 


25 


(mail or e$$mail) and (notif$6 near4 
complet$3 near4 button) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:50 


Sll 


50 


(mail or e$$mail).ti. and (complet$3 
near4 button) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:50 
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S12 


21 


(mail or e$$mail),ti. and (complet$3 
near4 button) and recipient and 
designat$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 13:56 


S13 


12 


(mail or e$$mail).ti. and (complet$3 
near4 task) and (repl$4 near4 
button) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 

* 


2007/03/10 14:03 


S14 


8 


(mail or e$$mail).ti. and (complet$3 
near4 task) and (auto$$respon$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:03 


S15 


12 


(mail or e$$mail).ti. and (complet$3 
near4 task) and ((reply$3 or 
respon$3) near4 quer$4) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:05 


S16 


2 


(mail or e$$mail).ti. and (complet$3 
near4 button) and ((reply$3 or 
respon$3) near4 quer$4) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:05 


S17 


4 


(mail or e$$mail).ti. and (complet$3 
near4 button nearS (reply$3 or 
respon$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:07 


S18 


8 


(mail or e$$mail).ti. and (complet$3 
near4 indicat$3 near5 (reply$3 or 
respon$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:11 


S19 


15 


(mail or e$$mail).ti. and (complet$3 
near4 indicator) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:13 


S20 


45 


(mail or e$$mail).ab. and 
(complet$3 near4 indicator) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:17 


S21 


41 


(mail or e$$mail).ab. and 
(complet$3 near4 indicator) and 
(repl$4 or respon$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:13 


S22 


0 


(mail or e$$mail).ab. and 
(complet$3 near4 indicator) and 
(track$3 near4 (repl$4 or 
respon$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:13 


S23 


206 


(mail or e$$mail).ab. and (track$3 
near4 (repl$4 or respon$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:13 
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S24 


206 


(mail or e$$mail).ab. and (track$3 
near4 (repl$4 or respon$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 14:17 


S25 


17 


(mail or e$$mail).ab. and (track$3 
near4 (repl$4 or respon$3)) and 
(complet$3 near4 task$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:21 


S26 


206 


(mail or e$$mail).ab. and (track$3 
near4 (repl$4 or respon$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:21 


S27 


106 


(mail or e$$mail).ti. and (track$3 
near4 (repl$4 or respon$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:22 


S28 


2 


(mail or e$$mail).ti. and (track$3 
near4 (repl$4 or respon$3)) and 
(notif$7 near4 complet$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:22 


S29 


53 


(mail or e$$mail).ti. and (track$3 
near4 (repl$4 or respon$3)) and 
709/206. eels. 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:23 


S30 


24 

• 


(mail or e$$mail).ti. and (track$3 
near4 (repl$4 or respon$3)) and 
709/206.ccls. and recipient and 
designat$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:30 


S31 


30 


(mail or e$$mail).ab. and (track$3 
near4 (repl$4 or respon$3)) and 
709/206.ccls. and recipient and 
designat$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:32 


S32 


7 


((mail or e$$mail) near5 track$3 
near4 reply$3) and 709/206.ccls. 
and recipient and designat$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:33 


S33 


13 


((mail or e$$mail) near4 reply$3) 
and 709/206.ccls. and recipient and 
designat$3 and (complet$3 near4 
task) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 

« 


OR 


ON 


2007/04/26 14:09 

• 


S34 


35 


((mail or e$$mail) near4 reply$3) 
and 709/206.ccls. and (complet$3 
near4 task) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:40 


S35 


1 


((mail or e$$mail) near4 reply$3) 
and 709/206.ccls. and ("completed" 
near4 (button or icon)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:40 
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S36 


22 

* 


709/206.ccls. and ("completed" 
near4 (button or icon)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/17 10:56 


S37 


11 


709/206.ccls. and (notif$7 near4 
complet$3 near4 task) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:47 


S38 


13 


"6327611" 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:44 


S39 


1 


"6076101".PN. 


USPAT; 
USOCR 


OR 


ON 


2007/03/10 16:46 


S40 


1 


"6012083".PN. 


USPAT; 
USOCR 


OR 


ON 


2007/03/10 16:46 


S41 


1 


"5978836".PN. 


USPAT; 
USOCR 


OR 


ON 


2007/03/10 16:46 


S42 


1 


"5923848". PN. 


USPAT; 
USOCR 


OR 


ON 


2007/03/10 16:46 


S43 


162 


709/206.ccls. and (notif$7 near4 
complet$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:47 


S44 


11 


709/206.ccls. and (notif$7 near4 
complet$3) and (inform$3 near4 
recipient) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:52 


S45 


24 


709/206.ccls. and (notif$7 near4 
complet$3) and ((mail or e$$mail) 
near4 reply$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:59 


S46 


51 


709/206.ccls. and (notif$7 near4 
complet$3) and ((mail or e$$mail) 
near4 resDon$4) 

■ • X^ WWW WmmT WwW ^mW ■ 1 +wW ■ § 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/10 16:59 


S47 

• 


25 


709/206.ccls. and (notif$7 near4 
comDlet$3) and ((mail or e$$main 
near4 respon$4) and task 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/03/12 10:19 


^48 


i 

J. 




USPAT; 
USOCR 


OR 


OFF 


2007/03/12 11-37 


S49 


1 


("20010042081").PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2007/03/12 11:37 
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S50 


1 


("20050027803").PN. 


US-PGPUB; 


OR 


OFF 


2007/03/14 19:14 






USPAT; 














USOCR 


> 


* 




S51 


1 


("7032029").PN. 


US-PGPUB; 


OR 


OFF 


2007/03/14 19:18 






USPAT; 














USOCR 








S52 


1 


("6327511").PN. 


US-PGPUB; 


OR 


OFF 


2007/03/14 19:18 






USPAT; 














USOCR 








S53 


1 


"5997167". PN. 


USPAT; 


OR 


ON 


2007/03/14 19:20 








USOCR 








S54 


52 


("3971000" | "4319338" | "4688167" 


US-PGPUB; 


OR 


ON 


2007/03/14 19:20 






| "4845644" | "4858152" | 


USPAT; 












"4897777" | "4912623" | "4937777" 


USOCR 












| "4949274" | "4953074" | 














"4992926" | "5012402" | "5023770" 














| "5047959" | "5072356" | 














"5072412" | "5109487" | "5122948" 














| "5131092" | "5134574" | 














"5151896" | "5151978" | "5157595" 




• 










| "5159673" | "5161211" | 














"5165030" | "5179700" | "5225974" 














| "5245704" | "5251302" | 














"5283861" | "5297257" | "5307463" 














| "5321829" | "5349675" | 














"5398336" | "5406473" | "5420977" 














1 b44ubyy | b^Hoobo | 








• 






"5528503" t "5598536" 1 "5613115" 








• 






1 "5623652" 1 "5625781" 1 














"5699350" | "5734831" | "5805442" 














| "5950006" | "5975737" | 














"5982362" | "5997167").PN. 










S55 


17 


S54 and peer 


US-PGPUB; 


OR 


ON 


2007/03/14 19:21 








USPAT; 














USOCR 








S56 


2 


(("6226670") or ("6374292")).PN. 


US-PGPUB; 


OR 


OFF 


2007/03/17 11:00 






USPAT; 














USOCR 








S57 


16 


"6226670" 


US-PGPUB; 


OR 


ON 


2007/03/17 11:20 








USPAT; 














USOCR 








<55R 


460 


(redirects near4 (\o near4 


US-PGPUB; 


OR 

X^ 1 X 


ON 


2007/03/17 11:21 






address$3)) 


USPAT; 














USOCR 








S59 


12 


(redirect$3 near4 (ip near4 


US-PGPUB; 


OR 


ON 


2007/03/17 11:31 






address$3)) and (data near4 


USPAT; 












terminal) and (wireless near4 


USOCR 












terminal) 
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S60 


0 


(redirect$3 near4 (ip or (internet 
near4 protocol))) and (data near4 
terminal) and (wireless near4 
terminal) and (content near4 
provider) 


US-PGPUB; 
USPAT; 
USOCR . 


OR 


ON 


2007/03/17 11:31 


S61 


41 


(redirect$3) and (data near4 
terminal) and (wireless near4 
terminal) and (content near4 
provider) 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2007/03/17 11:31 




J 


^reoirecupjj ana ^QaCa ncart 
terminal) and (wireless near4 
terminal) and (content near4 
provider) and (provid$3 near4 (ip or 
internet near4 protocol) near4 
address$3) 


1 ic-pr:pi |R' 

Uo rorUD, 

USPAT; 
USOCR 


HP 


DM 


9nn7/m/i 711 

tUU//Uj/l/ 11. JJ 

% 


S63 


13 


(data near4 terminal) and (wireless 
near4 terminal) and (content near4 
provider) and (provid$3 near4 (ip or 
internet near4 protocol) near4 
address$3) 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2007/03/17 12:01 


S64 


2 


(("6691106") or ( M 6731612")).PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2007/03/17 13:35 


S65 


2 


(("6778492") or ("20020109879")). 
PN. 

■ 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2007/03/17 13:35 


S66 


4 


((mail or e$$mail) near5 autonomic) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 

* 


2007/04/26 14:13 


S67 


14 


((mail or e$$mail) same autonomic) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:15 


S68 


390 


((mail or e$$mail) and autonomic) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:16 


S69 


21 


((mail or e$$mail) and autonomic) 
and sender and recipient 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:23 


S70 


21 


((mail$3 or e$$mail) and 
autonomic) and sender and 
recipient 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:25 
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S71 


9 


((mail$3 or e$$mail) and 
autonomic) and to$$do 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:30 


S72 


70 


((mail$3 or e$$mail) and 
autonomic) and ful$$fill$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:31 


S73 


20 


((mail$3 or e$$mail) and 
autonomic) and ((task or question) 
near4 ful$$fill$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:32 


S74 


5 


((mail$3 or e$$mail).ti. and 
autonomic) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 15:29 


S75 


15 


((mail$3 or e$$mail).ab. and 
autonomic) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON. 


2007/04/26 14:34 


S76 


36 


((mail$3 or e$$mail).clm. and 
autonomic) 

* 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 14:34 


S77 


42 


((mai!$3 or e$$mail) and (indicat$3 
near4 autonomic)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 15:32 


S78 


8 


((mail$3 or e$$mail) and ((reply$3 
or respond$3) near4 autonomic)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 18:42 


S79 


1 


("6374292").PN. 


US-PGPUB; 

USPAT; 

USOCR' 


OR 


OFF 


2007/04/26 15:43 


S80 


3 


(("5761415") or ("5822526") or 
("5632018")).PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2007/04/26 15:51 


S81 


67 


"5632018" 

* 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 

• 


ON 


2007/04/26 16:12 


S82 


38 


"5632018" and (mail$3 or 
e$$mail$3) and respond$3 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 15:53 
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S83 


2058 


((mail$3 or e$$mail) same question 
same answer) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 16:20 


S84 


14 


((mail$3 or e$$mail) same question 
same answer) and autonomic 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 16:20 


S85 


167 


((mail$3 or e$$mail).ti.) and 
(question near5 answer) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 16:21 


S86 


105 


((mail$3 or e$$mail).ti.) and 
((reply$3 or respon$4) near5 
answer) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 16:33 


S87 


6 


((mail$3 or e$$mail).ti.) and 
((reply$3 or respon$4) nearS 
answer) and ((complet$3 or clos$3) 
near4 (action or request$3)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 16:57 


S88 


2 


(("20020087646") or ("6691153")). 
PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2007/04/26 17:03 


S89 


1 


("20040024655").PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2007/04/26 17:03 


S90 


1193 


((mail$3 or e$$mail) and ((reply$3 
or respond$3))) and (complet$3 
near4 button) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 18:42 


S91 


150 


((mail$3 or e$$mail) near4 (reply$3 
or respond$3)) and (complet$3 
near4 button) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 18:43 


S92 


19 


((mail$3 or e$$mail) near4 (reply$3 
or respond$3)) and (completion 
near4 button) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 18:49 


S93 


444 


((mail$3 or e$$mail) near4 (reply$3 
or respond$3)) and (complet$3 
near4 (task or answer)) 


US-PGPUB; " 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 18:50 


S94 


108 


((mail$3 or e$$mail).ti. and (reply$3 
or respond$3)) and (complet$3 
near4 (task or answer)) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 18:50 
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S95 


3 


((mail$3 or e$$mail).ti.) and ((task 
or answer) near4 (reply$3 or 
respond$3)) and (complet$3 near4 
indicat$3) 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 


OR 


ON 


2007/04/26 18:52 


S96 


40 


((mail$3 or e$$mail).ab.) and ((task 
or answer) near4 (reply$3 or 
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set of purposes. We discuss a set of principles that have guided the design of the Internet, 
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We present an effective method of eliminating unsolicited electronic mail (so-called spam) 
and discuss its publicly accessible prototype implementation. A subscriber to our system is 
able to obtain an unlimited number of aliases of his/her permanent (protected) E-Mail 
address to be handed out to parties willing to communicate with the subscriber. It is also 
possible to set up publishable aliases, which can be used by human correspondents to 
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Pervasive computing provides an attractive vision for the future of computing. 
Computational power will be available everywhere. Mobile and stationary devices will 
dynamically connect and coordinate to seamlessly help people in accomplishing their 
tasks. For this vision to become a reality, developers must build applications that 
constantly adapt to a highly dynamic computing environment. To make the developers' 
task feasible, we present a system architecture for pervasive computing, called & ... 
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Communication theories and technology have tended to focus on extended, formal 
meetings and have neglected a prevalent and vital form of workplace communication— 
namely, lightweight communication. Unlike formal, extended meetings, lightweight 
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To accommodate mobile hosts (MHs) within existing data networks, the static network is 
augmented with "mobile support stations" (MSSs) that communicate directly with MHs, 
usually via wireless links. Connectivity of the overall network changes dynamically as MHs 
connect to the static network fromdifferent "locations" (MSSs) at different times. 
Compared to their desktop counterparts, mobile hosts face a new set of constraints 
namely, low bandwidth of the wireless links ... 

V 

1 0 Draft re port of the Federal Inter networkin g Req uirem ents Panel, and selected 
^ responses 

^ Diane Fountaine 

April 1994 ACM SIGCOMM Computer Communication Review, volume 24 issue 2 

Publisher: ACM Press 

Full text available: c j|?| pdf( 4.15 MB) Additional Information: full citation , index terms 





http://portal.acm.org/results.cfm?CFID=41704700&CFTOKEN=92980429&adv=l&COLL=ACM&DL... 11/5/07 



Results (page 1): +email +completed +track ^response +intend +recipient ^unique ^-identification +n... Page 4 of 7 



1 1 Un linka bl e ser ial transactions: protocols and ap plications 

Stuart G. Stubblebine, Paul F. Syverson, David M. Goldschlag 

November 1999 ACM Transactions on Information and System Security (TISSEC), 

Volume 2 Issue 4 

Publisher: ACM Press 

Additional Information: full citation, abstrac t, references , cit i n gs, index 



Full text available: pdf(184.87 KB) 

L£= '" " ~ terms , review 

We present a protocol for unlinkable serial transactions suitable for a variety of network- 
based subscription services. It is the first protocol to use cryptographic blinding to enable 
subscription services. The protocol prevents the service from tracking the behavior of its 
customers, while protecting the service vendor from abuse due to simultaneous or cloned 
use by a single subscriber. Our basic protocol structure and recovery protocol are robust 
against failure in protocol termination. ... 

Keywords: anoymity, blinding, cryptographic protocols, unlinkable serial transactions 





12 The dynamics of viral marketing 
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May 2007 ACM Transactions on the Web (TWEB), volume l issue l 

Publisher: ACM Press 

Full text available: c g| pdf(732.90 KB) Additional Information: full citation, abstract, refere nces, in dex terms 

We present an analysis of a person-to-person recommendation network, consisting of 4 
million people who made 16 million recommendations on half a million products. We 
observe the propagation of recommendations and the cascade sizes, which we explain by 
a simple stochastic model. We analyze how user behavior varies within user communities 
defined by a recommendation network. Product purchases follow a 'long tail' where a 
significant share of purchases belongs to rarely sold items. ... 

Keywords: Viral marketing, e-commerce, long tail, network analysis, recommender 
systems, word-of-mouth 
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terms 

Mobile workers need seamless access to communication and information services while on 
the move. However, current solutions overwhelm users with intrusive interfaces and 
ambiguous notifications. This article discusses the interaction techniques developed for 
Nomadic Radio, a wearable computing platform for managing voice and text-based 
messages in a nomadic environment. Nomadic Radio employs an auditory user interface, 
which synchronizes speech recognition, speech synthesis, nonspeech audio ... 

Keywords: adaptive interfaces, contextual interfaces, interruptions, nonspeech audio, 
notifications, passive awareness, spatial listening, speech interaction, wearable computing 
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Secure email has struggled with signifcant obstacles to adoption, among them the low 
usability of encryption software and the cost and overhead of obtaining public key 
certificates. Key continuity management (KCM) has been proposed as a way to lower 
these barriers to adoption, by making key generation, key management, and message 
signing essentially automatic. We present the first user study of KCM-secured email, 
conducted on naive users who had no previous experience with secure email. Our ... 

Keywords: Usability, e-commerce, user interaction design, user studies 
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This paper describes the motivation, design and performance of Porcupine, a scalable mail 
server. The goal of Porcupine is to provide a highly available and scalable electronic mail 
service using a large cluster of commodity PCs. We designed Porcupine to be easy to 
manage by emphasizing dynamic load balancing, automatic configuration, and graceful 
degradation in the presence of failures. Key to the system's manageability, availability, 
and performance is that sessions, data, and underlying ... 

Keywords: cluster, distributed systems, email, group membership protocol, load 
balancing, replication 
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A computationally enhanced message contains some embedded programmatic 
components that are interpreted and executed automatically upon receipt. Unlike ordinary 
text email or instant messages, they make possible a number of useful applications. In 
this paper, we describe a general and flexible messaging system called SHOCK that 
extends the functionality of prior computational email systems by allowing XML-encoded 
SHOCK messages to interact with an automatically created profile of a user. These pr ... 

Keywords: collaborative systems, networking and distributed web applications, privacy 
and preferences 
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The components of a loosely coupled system are typically designed to operate by 
generating and responding to asynchronous events. An event notification service is an 
application-independent infrastructure that supports the construction of event-based 
systems, whereby generators of events publish event notifications to the infrastructure 
and consumers of events subscribe with the infrastructure to receive relevant 
notifications. The two primary services that should be provid ... 

Keywords: content-based addressing and routing, event notification, publish/subscribe 
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Scalable management and self-organizational capabilities are emerging as central 
requirements for a generation of large-scale, highly dynamic, distributed applications. We 
have developed an entirely new distributed information management system called 
Astrolabe. Astrolabe collects large-scale system state, permitting rapid updates and 
providing on-the-fly attribute aggregation. This latter capability permits an application to 
locate a resource, and also offers a scalable way to track sys ... 

Keywords: Aggregation, epidemic protocols, failure detection, gossip, membership, 
publish-subscribe, scalability 
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July 2007 ACM Transactions on Information and System Security (TISSEC), volume 10 

Issue 3 

Publisher: ACM Press 

Full text available: ^pdfd.OS MB) Additional Information: full citation, abstract , references, index terms 

Trust negotiation is a promising approach for establishing trust in open systems, in which 
sensitive interactions may often occur between entities with no prior knowledge of each 
other. Although, to date several trust negotiation systems have been proposed, none of 
them fully address the problem of privacy preservation. Today, privacy is one of the major 
concerns of users when exchanging information through the Web and thus we believe that 
trust negotiation systems must effectively address pr ... 

Keywords: Access control, attribute-based access control, automated trust negotiation, 
credentials, privacy, strategy 
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This paper studies the network-level behavior of spammers, including: IP address ranges 
that send the most spam, common spamming modes (e.g., BGP route hijacking, bots), 
how persistent across time each spamming host is, and characteristics of spamming 
botnets. We try to answer these questions by analyzing a 17-month trace of over 10 
million spam messages collected at an Internet "spam sinkhole", and by correlating this 
data with the results of IP-based blacklist lookups, passive TCP finge ... 

Keywords: BGP, botnet, network management, security, spam 
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Birrell's distributed reference listin g revisited 

Luc Moreau, Peter Dickman, Richard Jones 

November 2005 ACM Transactions on Programming Languages and Systems 

(TOPLAS), Volume 27 Issue 6 

Publisher: ACM Press 

Full text available: l Q pdfCI .03 MB) Additional Information: full citation , abstract , references , index terms 

The Java RMI collector is arguably the most widely used distributed garbage collector. Its 
distributed reference listing algorithm was introduced by Birrell et al. in the context of 
Network Objects, where the description was informal and heavily biased toward 
implementation. In this article, we formalize this algorithm in an implementation- 
independent manner, which allows us to clarify weaknesses of the initial presentation. In 
particular, we discover cases critical to the correctness of the alg ... 




Keywords: Distributed garbage collection, distributed reference counting/listing, proof of 
correctness 
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terms 

While many synchronous computer-mediated communication systems have failed to 
encourage users to make use of the expressive capabilities of their avatars, asynchronous 
systems may hold better chance. This paper reports on the design and user study of a 
message system that allows users to concatenate and annotate avatar animations and 
send them to peers. During three weeks, a group of 11 17-year-olds exchanged 222 
animated messages in their everyday life environment. The interplay b ... 

Keywords: animation, avatars, computer-mediated communication, expressiveness, 
multi-media authoring tools 
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Publisher: ACM Press 
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This paper presents a new simple schemes for verifiable encryption of digital signatures. 
We make use of a trusted third party (TTP) but in an optimistic sense, that is, the TTP 
takes part in the protocol only if one user cheats or simply crashes. Our schemes can be 
used as primitives to build efficient fair exchange and certified e-mail protocols. 

Keywords: Certified e-mail, contract signing, digital signatures, fair exchange, proof of 
knowledge, public-key cryptography 
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TCP is a reliable transport protocol tuned to perform well in traditional networks where 
congestion is the primary cause of packet loss. However, networks with wireless links and 
mobile hosts incur significant losses due to bit-errors and hand-offs. This environment 
violates many of the assumptions made by TCP, causing degraded end-to-end 
performance. In this paper, we describe the additions and modifications to the standard 
Internet protocol stack (TCP/IP) to improve end-to-end reliable tr ... 

25 Ex perience s with network-based user ag ents for mobile a p plications 

Thomas F. La Porta, Thomas Woo, Krishan K. Sabnani, Ramachandran Ramjee 
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Wireless networks are characterized by simple end devices and limited bandwidth. One 
solution to address these and other limitations of the wireless mobile environment that 
has been widely pursued is the placement of proxies, or agents, inside the network to 
assist with application processing that would. normally take place on end devices. These 
agents can additionally manipulate data to reduce bandwidth requirements and assist in 
providing services. The design and implementation of a user a ... 
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26 Stateful distr i buted interposition 
John Reumann, Kang G. Shin 

February 2004 ACM Transactions on Computer Systems (TOCS), volume 22 issue l 
Publisher: ACM Press 

Full text available: ^| pdf (8 33.8 4 KB) Additional Information: full citation, a bstract , references, in dex terms 

Interposition-based system enhancements for multitiered servers are difficult to build 
because important system context is typically lost at application and machine boundaries. 
For example, resource quotas and user identities do not propagate easily between 
cooperating services that execute on different hosts or that communicate with each other 
via intermediary services. Application-transparent system enhancement is difficult to 
achieve when such context information is obscured by complex servic ... 

Keywords: Distributed computing, component services, distributed context, multitiered 
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Although event-based software integration is one of the most prevalent approaches to 
loose integration, no consistent model for describing it exists. As a result, there is no 
uniform way to discuss event-based integration, compare approaches and 
implementations, specify new event-based approaches, or match user requirements with 
the capabilities of event-based integration systems. We attempt to address these 
shortcomings by specifying a generic framework for event-based integration< ... 

Keywords: CORBA, FIELD, Polylith, control integration, event-based systems, 
interoperability, reference model, software integration 
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This paper introduces a cryptographic engine, Janus, which assists clients in establishing 
and maintaining secure and pseudonymous relationships with multiple servers. The 
setting is such that clients reside on a particular subnet (e.g., corporate intranet, ISP) and 
the servers reside anywhere on the Internet. The Janus engine allows each client-server 
relationship to use either weak or strong authentication on each interaction. At the same 
time, each interaction preserves privacy by neithe ... 

Keywords: Janus function, anonymity, mailbox, persistent relationship, privacy, 
pseudonym 
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Node-ranking algorithms for (social) networks do not respect the sequence of events from 
which the network is constructed, but rather measure rank on the aggregation of all data. 
For data sets that relate to the flow of information (e.g., email), this loss of information 
can obscure the true relative importances of individuals in the network. We present 
EventRank, a framework for ranking algorithms that respect event sequences and provide 
a natural way of tracking changes in ranking over time. W ... 

Keywords: network ranking algorithms, network temporal evolution, social network 
analysis 
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Edited by Peter G. Neumann (Risks Forum Moderator and Chairman of the ACM 
Committee on Computers and Public Policy), plus personal contributions by others, as 
indicated. Opinions expressed are individual rather than organizational, and all of the 
usual disclaimers apply. We address problems relating to software, hardware, people, and 
other circumstances relating to computer systems. To economize on space, we include 
pointers to items in the online Risks Forum: (R i j) denotes RISKS vol i number ... 
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We present ECSGIasses: wearable eye contact sensing glasses that detect human eye 
contact, ECSGIasses report eye contact to digital devices, appliances and EyePliances in 
the user's attention space. Devices use this attentional cue to engage in a more sociable 
process of turn taking with users. This has the potential to reduce inappropriate 
intrusions, and limit their disruptiveness. We describe new prototype systems, including 
the Attentive Messaging Service (AMS), the Attentive Hit Coun ... 

Keywords: attentive user interfaces, context-aware computing, eye contact sensing, eye 
tracking, ubiquitous computing 
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Publisher: ACM Press 
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Asbestos, a new prototype operating system, provides novel labeling and isolation 
mechanisms that help contain the effects of exploitable software flaws. Applications can 
express a wide range of policies with Asbestos's kernel-enforced label mechanism, 
including controls on inter-process communication and system-wide information flow. A 
new event process abstraction provides lightweight, isolated contexts within a single 
process, allowing the same process to act on behalf of multiple users while ... 

Keywords: event processes, information flow, labels, mandatory access control, secure 
web servers 




33 



CAIS: collaborative asynchronous inspection of software 




http://portal.acm.org/resultsxfo 11/5/07 



Results (page 2): +email +completed +track ^response +intend ^recipient +unique -^-identification +n... Page 5 of 7 




Vahid Mashayekhi, Chris Feulner, John Riedl 

December 1994 ACM SIGSOFT Software Engineering Notes , Proceedings of the 2nd 

ACM SIGSOFT symposium on Foundations of software engineering 

SIGSOFT '94, Volume 19 Issue 5 
Publisher: ACM Press 

Additional Information: full c itation, abstract, re ferences , citin gs, index 



Full text available: pdf(1 .55 MB) 
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Many software engineering tasks have a synchronous component that requires the 
participants to assemble together at the same time and place. This approach is expensive 
in terms of traveling, scheduling and human resources. Existing computer tools mitigate 
these constraints by adding structure to the meeting, providing on-line document support, 
and distributing the participants over geographic boundaries. The constraint remains, 
however, that all participants participate at the same timeWe propos ... 

Keywords: asynchrony, collaboration, computer-supported cooperative work, concurrent 
software engineering, notification, software inspection 



34 Security & privacy: SmokeScreen: flexible privacy controls for presence-sharin g 
Landon P. Cox, Angela Dalton, Varun Marupadi 

June 2007 Proceedings of the 5th international conference on Mobile systems, 
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Publisher: ACM Press 
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Presence-sharing is an emerging platform for mobile applications, but presence-privacy 
remains a challenge. Privacy controls must be flexible enough to allow sharing between 
. both trusted social relations and untrusted strangers. In this paper, we present a system 
called SmokeScreen that provides flexible and power-efficient mechanisms for privacy 
management. 

Broadcasting clique signals, which can only be interpreted by other trusted users, enables 
sharing between social relation ... 

Keywords: location privacy, mobile computing, pervasive computing, presence-sharing, 
social networks 
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This paper describes the motivation, design, and performance of Porcupine, a scalable 
mail server. The goal of Porcupine is to provide a highly available £nd scalable electronic 
mail service using a large cluster of commodity PCs. We designed Porcupine to be easy to 
manage by emphasizing dynamic load balancing, automatic configuration, and graceful 
degradation in the presence of failures. Key to the system's manageability, availability, 
and performance is that sessions, data, and underlying serv ... 
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We describe PeerReview, a system that provides accountability in distributed systems. 
PeerReview ensures that Byzantine faults whose effects are observed by a correct node 
are eventually detected and irrefutably linked to a faulty node. At the same time, 
PeerReview ensures that a correct node can always defend itself against false accusations. 
These guarantees are particularly important for systems that span multiple administrative 
domains, which may not trust each other. PeerReview works by m ... 

Keywords: accountability, byzantine faults, distributed systems, fault detection 
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Software technology is undergoing a transition form monolithic systems, constructed 
according to a single overall design, into conglomerates of semiautonomous, 
heterogeneous, and independently designed subsystems, constructed and managed by 
different organizations, with little, if any, knowledge of each other. Among the problems 
inherent in such conglomerates, none is more serious than the difficulty to control the 
activities of the disparate agents operating in it, and the ... 

Keywords: coordination of heterogeneous agents, policy enforcement, scalability 
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DFuse is an architectural framework for dynamic application-specified data fusion in 
sensor networks. It bridges an important abstraction gap for developing advanced fusion 
applications that takes into account the dynamic nature of applications and sensor 
networks. Elements of the DFuse architecture include a fusion API, a distributed role 
assignment algorithm that dynamically adapts the placement of the application task graph 
on the network, and an abstraction migration facility that aids such ... 

Keywords: Sensor network, data fusion, energy awareness, in-network aggregation, 
middleware, platform, role assignment 
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The computer science discipline is well poised'to provide leading examples of harnessing 
communications and computer technologies in order to encourage collaborative practices 
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This paper presents the Conference Control Channel Protocol (CCCP), a new scheme 
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scheme, and present a framework for building systems that connect together new and 
existing applications. 
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We describe the design and performance of WebBase, a tool for Web research. The 
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indexer for both text and link-related page features, and a high-speed content distribution 
facility. The distribution module enables researchers world-wide to retrieve pages from 
WebBase, and stream them across the Internet at high speed. The advantage for the 
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Sensor networks, a novel paradigm in distributed wireless communication technology, 
have been proposed for various applications including military surveillance and 
environmental monitoring. These systems deploy heterogeneous collections of sensors 
capable of observing and reporting on various dynamic properties of their surroundings in 
a time sensitive manner. Such systems suffer bandwidth, energy, and throughput 
constraints that limit the quantity of information transferred from end-to-end. The ... 
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Due to the rapid growth of the "Internet" and the "World Wide Web" security has become 
a very important concern in the design and implementation of software systems. Since 
security has become an important issue, the number of protocols in this domain has 
become very large. These protocols are very diverse in nature. If a software architect 
wants to deploy some of these protocols in a system, they have to be sure that the 
protocol has the right properties as dictated ... 
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In this paper we describe how content can be created in a way that ensures its integrity at 
all times, and how the user interface for such a content editing program can be modeled 
using the methodology of form-oriented analysis. The paper discusses aspects concerning 
the data that is being created, as well as aspects of the content editor itself. We show that 
technological features like typing, opaque identities and user transactions can facilitate 
the process of content creation as experienced ... 
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This article presents FAR, a Face-Aware Routing protocol for mobicast— a spatiotemporal 
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face-routing and timed-forwarding for delivering a message to a mobile delivery zone. 
Both analytical and statistical results show that FAR achieves reliable spatial and just-in- 
time message delivery with only moderate communication and memory overhead. This 
article also presents a novel distributed algorithm for spat ... 
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Mobile workers need seamless access to communication and information services on 
portable devices. However current solutions overwhelm users with intrusive and 
ambiguous notifications. In this paper, we describe scaleable auditory techniques and a 
contextual notification model for providing timely information, while minimizing 
interruptions. Users actions influence local adaptation in the model. These techniques are 
demonstrated in Nomadic Radio, an audio-only wearable computing platf ... 
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The Totem multiple-ring protocol provides reliable totally ordered delivery of messages 
across multiple local-area networks interconnected by gateways. This consistent message 
order is maintained in the presence of network partitioning and remerging, and of 
processor failure and recovery. The protocol provides accurate topology change 
information as part of the global total order of messages. It addresses the issue of 
scalability and achieves a latency that increases logarithmically with ... 
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The discovery of a person's meaningful places involves obtaining the physical locations 
and their labels for a person's places that matter to his daily life and routines. This 
problem is driven by the requirements from emerging location-aware applications, which 
allow a user to pose queries and obtain information in reference to places, for example, 
"home", "work" or "Northwest Health Club". It is a challenge to map from physical 
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Web browsers have evolved from a single-principal platform on which one site is browsed 
at a time into a multi-principal platform on which data and code from mutually distrusting 
sites interact programmatically in a single page at the browser. Today's "Web 2.0" 
applications (or mashups) offer rich services, rivaling those of desktop PCs. However, the 
protection andcommunication abstractions offered by today's browsers remain suitable 
onlyfor a single-principal system— either no trus ... 
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This paper presents two case studies of informal group communication using multimedia 
conferencing that supports various media including video, audio and chat. The studies 
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provide a comparison of audio and chat as communication medium and present data on 
usage patterns, user preferences and attitudes. The quantitative and qualitative data 
collected suggest that chat does have advantages in some situations when used for 
informal communication along with video. The results provide evidence against ... 

Keywords: chat, collaboration, video conferencing 
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